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1.1 Security Thinking and Risk Language

Problems

Name: __________________________ Date: ______________

Reference scenario

A scheduling account has a reused password and can export all student records. Identify the risk chain.

Asset: student records

Condition: reused password and broad export access

Observed compromise: not established

1.1.1

A former employee still has an active account. Identify the vulnerability and a plausible threat.

1.1.2

Compare MFA and least privilege for this account. Which part of the risk does each reduce?
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1.2 Social Engineering and Human Workflow

Problems

Name: __________________________ Date: ______________

Reference scenario

A message claims to be the principal and demands an urgent payment-code screenshot. Choose a trusted
response.

Pressure: immediate action

Requested secret: payment verification code

Contact method: unfamiliar message account

1.2.1

Why does a familiar display name not establish that a message came from a trusted staff member?

1.2.2

Propose a workflow control stronger than a reminder to be careful for urgent payment requests.
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1.3 Authentication and Account Protection

Problems

Name: __________________________ Date: ______________

Reference scenario

A teacher logs in successfully but cannot edit payroll records. Separate two access decisions.

Identity check: successful

Role: teacher

Payroll edit permission: absent

1.3.1

Are a password and a PIN necessarily two distinct authentication factors? Explain.

1.3.2

A temporary administrator changes roles. What account lifecycle action should follow?
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1.4 Adversaries, Motives, and AI-Enabled Risk

Problems

Name: __________________________ Date: ______________

Reference scenario

A contractor account downloads an unusually large set of files after its engagement ends. Distinguish evidence
from motive.

Account: former-contractor

Transfer: 2 GB

Time: outside scheduled work

Role end date: previous week

1.4.1

An AI assistant confidently calls one failed login an insider attack. Why is that conclusion unsupported?

1.4.2

What data-handling precaution applies before using an external AI tool to summarize incident records?


