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2.1 Assets, Spaces, and Exposure

Problems

Name: Date:

Reference scenario

Inventory a classroom with shared tablets, an unlocked cabinet, and a visitor-accessible network socket.

Asset: 12 tablets

St orage: unl ocked cabi net

Port: visitor-accessible

Inventory: |ast checked 6 nonths ago

211

Identify two assets and two exposures in a reception area with a shared computer and printed visitor records.

21.2

Why should an asset inventory record an owner and location rather than only a device serial number?
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2.2 Preventive Physical Controls

Problems

Name: Date:

Reference scenario

Choose preventive controls for an equipment room while keeping emergency procedures usable.

Door: routinely propped open
Visitor entry: unescorted
Equi pmrent checkout: undocunent ed

221

Compare a locked cabinet and a camera as controls for spare laptops.

222

Name one verification test after introducing badge-based equipment-room entry.
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2.3 Detection and Accountability

Problems

Name: Date:

Reference scenario
Correlate records after a tablet is reported missing.

14: 02 door event: staff badge accepted
14: 05 tabl et checkout: no entry
14:30 inventory: one tablet absent

231

What can a door log prove more directly: that a badge was accepted, or that the named person personally
entered?

2.3.2

Why are synchronized timestamps useful when comparing door, device, and camera records?
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2.4 Tailgating, Shoulder Surfing, and Device Handling

Problems

Name: Date:

Reference scenario

A visitor follows a student into a restricted lab and uses an unlocked workstation.

Entry: no separate credenti al
Wor kst ation: signed-in session
Visitor escort: absent

241

What behavior reduces shoulder-surfing risk at a public kiosk?

24.2

Write three rules for handing a shared tablet from one user to another.
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